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AHHoOTanms. B cTaTbe paccMaTpUBarOTCS OCHOBHBIE HANPABJICHUS IIPOTUBOACHCTBUSA
KHUOEpIPECTYIJICHUSIM, COBEPIIA€MbIM B OTHOILIEHWH HECOBEPIICHHOJETHUX C
WCIOJIb30BaHNEM WH(OPMAIIMOHHO-TEIIEKOMMYHUKAITMOHHBIX CeTel. AHATM3UPYETCS
KOMIUIEKC ~Mep, BKJIIOYAIOMIMKA MpPaBOBOE M HOPMATHBHOE pEryJIHpOBaHUE,
TEXHUYECKUE U OPTaHU3ALMOHHBIE METO/Ibl 3aLIUThI, a TaKKe MPOQUIaAKTUUECKUE U
oOpa3oBaTe/ibHbIE MHMUIIMATUBBI, HANpaBieHHbIE Ha (opMUpoBaHHE O€30MacHOTO
nupoBoro mpocrpancTBa ais Aereid. Ocoboe BHUMaHUE YJEIsIeTcsl 3HAUCHUIO
MEXBEJIOMCTBEHHOTO  B3aUMOJACWCTBHSI, pa3BUTHIO IU(PPOBOH  TPaMOTHOCTH
YYaCTHUKOB 00pa30BaTEIbHOrO MpOIlecca U BHEAPEHUIO COBPEMEHHBIX TEXHOJIOTHI
MOHHUTOPHHTA ¥ PUIBTPAIIMA KOHTEHTA.
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Abstract: The article discusses the main directions of countering cybercrimes
committed against minors using information and telecommunication networks. It
analyzes a set of measures that include legal and regulatory regulation, technical and
organizational methods of protection, as well as preventive and educational initiatives
aimed at creating a safe digital space for children. Special attention is given to the
Importance of interagency cooperation, the development of digital literacy among
educational process participants, and the implementation of modern technologies for
monitoring and filtering content.
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B3stounnuecTtBo, BbICTyHarouiee OAHOM M3 (HOPM  KOPPYMIHUOHHBIX
MPECTYIUIEHUH, MPEACTABISIET COOOM ONACHOE M COLUMAIbHO 3HAYMMOE SIBJICHHE
COBPEMEHHOM [JIEUCTBUTEIBHOCTH, KOTOPOE TMOJPBIBAET JOBEPUE TPAXKIAH K
NEATEIbHOCTH  OPraHOB  TOCYJAPCTBEHHOW  BJIACTH, MCKAXaeT  IMPUHLUIIBI
CIPaBEUIMBOCTH, PABEHCTBA U 3aKOHHOCTH, a TAKXKE CIIOCOOCTBYET PAa3BUTHIO TEHEBOM
SKOHOMUKH, TMPENSATCTBYS NPAKTUYECKOM pealn3aluyd KOHCTUTYLIMOHHBIX IpaB
rpaxaaH. AKTyaJbHOCTb TEMbI HCCIIEI0BaHUS O0YCIOBIEHA TEM, UTO MPECTYIUICHUS O
B3SITOUHUYECTBE OTHOCSATCS K YHCIYy HaumOoJiee CIOXKHBIX B pacCCICIOBAHUM U

JOKa3bIBaHUU AesiHUNA. OHU XapaKTepHU3yIOTCS MTOBBIIIEHHBIM YPOBHEM JIATEHTHOCTH,
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poQeCCHOHATEHON OPTraHW30BAaHHOCTHIO YUYACTHUKOB U WCIIOJIB30BAHUEM IUPOKUX
KOPPYIIIMOHHBIX CBS3EH.

B cooTBeTcTBMM € MOJIOKEHUSMHU JEUCTBYIOIIETO YTOJOBHOTO KOJEKCa
Poccuiickonn denepannn, B3ITOYHHUYECTBO OXBATHIBAET CPa3y HECKOJIBKO COCTaBOB
MPECTYIUICHUH, KOTOPbIE MPeyCMOTpeHbl cTaThamMu 190-291.2 maHHOTO JOKYMEHTA.
Cratess 290 YK P® ycraHaBiIMBaeT OTBETCTBEHHOCTb 3a IIOJYYEHHE B3SATKH
TO0KHOCTHBIM JIMIIOM. CtaTths 291 YK P® — 3a nauy B3STKH JTOJKHOCTHOMY JIUILY,
craths 291.1 YK P® — 3a nmocpeqHnuecTBO BO B3ITOUHUYECTBE, a cTaThsd 291.2 — 3a
MeJIKoe B3ATOYHMYECTBO [1]. B cBOell COBOKYMHOCTH JaHHBIE COCTaBBI 00pa3yroT
CUCTEMY B3aUMOCBS3aHHBIX MEXIY COOOM NesHUMN, KaXI0€ U3 KOTOPHIX HAIMPaBJICHO
Ha MOJAPBIB HOPMAIBHOTO XOJa JESITEILHOCTU OPraHOB TOCYAapCTBEHHOW BIACTU U
MECTHOTO CaMOYTIPABJICHUS.

Kpumunanuctrueckass XapakTepUCTHKA TMPECTYIUIEHHH O B3ITOUYHHYECTBE
MPEyCMATPUBAET CIICIYIONINE KIIOUEBbIE JIEMEHTHI:

— O0OBEKT TMPECTYNMHOr0 TOCITaTeIbCTBA — HOpPMajbHAas JEATEIbHOCTh
rOCYJJapCTBEHHBIX M MYHHULMNAIbHBIX OpPraHOB, KOTOpas OCHOBBIBAETCS Ha
MPUHIUMIIAX ~ 3aKOHHOCTH,  JOOPOCOBECTHOTO  HCIIOJHEHHUS  JOJKHOCTHBIX
00s13aHHOCTEN M OECTIPUCTPACTHOCTH;

— cmoco0 COBepIeHUs — Tepenada Wiu IMOJy4YeHUEe JEHEKHBIX CPEICTB U
JIPYTUX MaTepUalIbHBIX [IEHHOCTEH;

— MEXaHU3M COKpBITHUSI — UCIHOJIb30BAHUE TMOCPEIHUKOB, (PUKTUBHBIX
JOTOBOPOB, OE3HATMYHBIX ONepanuii, OPIIOPHBIX CYETOB, MOJACTABHBIX JIMII;

— TUOWYHAS JIMYHOCTh MPECTYNMHUKA — JOHKHOCTHOE JHI0, HAJEICHHOE
BBICOKMM YPOBHEM CIY)KEOHBIX TIMOJTHOMOYHH, KOTOpOoe O00JamaeT JOCTYIOM K
pacCIpeeNeHUI0 PECYPCOB WM MPUHITHIO WHBIX 3HAYMMBIX [0 CBOEMY XapakTepy
pEIICHUI, KOHTPOJHUPYIONTUMHU (QYHKIHSIMU;

— cJeloBasl KapTUHA — MPeo0JIaaloT JOKYMEHTaNbHbIE cie/ibl (0aHKOBCKUE
BBIITUCKH, (UHAHCOBBIE JIOKYMEHTBI, JJEKTPOHHAs TEpENucKa), MOKa3aHUs

MIOCPEAHUKOB, ITPEAMETHI B3TKH [4, c. 59].
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B coBpeMeHHOW KPUMHHAIUCTUKE B3SITOUHUYECTBO PACCMATPUBACTCS B
Ka4eCTBE IIPECTYIUICHUA C BBIPAXKCHHOW HWHTEIUICKTYaJlbHOM COCTaBIAOIICH. B
OTJIMYME OT WMYIIECTBEHHBIX IOCATATENILCTB, OHO TPEOYeT BBICOKOTO YPOBHS
MOHUMAHUS CHeIU(PUKH CIYKEOHBIX OTHOIICHWA ¥ TIPABOBOTO CTaTyca uX
ydyacTHUKOB. HWMEHHO 1O 93TOH mpuUyYWHE, OpraHu3alusi pacciaeI0BaHMs
B3SITOYHUYECTBA TPpeOyeT 0CO00I MOATOTOBKH CJIEIOBATENS, HAJTUYHS Y HETO 3HAHHM
M HaBBIKOB B 00JIaCTU (PMHAHCOBOTO aHAJIM3a, a TAKXKE ONbITA B3aUMOJACHCTBUS C
ONEepPAaTUBHBIMU MOAPA3ICICHUIMH.

OCcoOEHHOCTH OpraHM3aIliU PACCICOBAHUS B3ITOYHUYECTBA OOYCIIOBIICHBI
HEOOXOIUMOCTHIO COOJIOJICHUSI CTPOTOM METOJAMKH, BKIIFOYAIOIIEH B €0l HECKOJIBKO
MOCJIEA0BATEIbHBIX 3TAIMOB:

1) mnosyuenue mHbOpMAIMKU U BO30OYXKIACHHUE YrOJOBHOTO JIejia, B Ka4eCTBE
HMCTOYHUKOB KOTOPOM MOTYT BBICTyNaTh MaTepuaibl ONEePaTUBHO-PA3bICKHBIX
MEpPOIPHUATHI, COOOIIEHUsT TpaxJaH, MyOJMKAllMM B CPEICTBaX MacCOBOM
nH(popmaruu u ap.;

2) cocTaBlIeHHE IIaHA PACCIICIOBAHNS, BKITFOYAIOIIETO B CeOs:

—  BBIJIBMKEHUE CJICICTBEHHBIX BEPCHI U WX MPOBEPKY, HAIIPUMED, UYTO B3SITKA
COCTOSJIACh BCIIEACTBUE BHIMOTATEIbCTBA;

— OmpeleNeHUEe TAaKTUKH TPOBEICHUS TOMPOCOB, OOBICKOB U MPOW3BOJCTBA
WHBIX CJICICTBCHHBIX NCHCTBUM;

— OpraHu3aluio  B3aUMOJICWCTBUS  C  DKCHEPTHBIMU

VUPEXKICHUAMH, CIECHUATMCTAMUA, WHBIMU CYOBEKTaMH, HaIpuMep,
(hMHAHCOBBIMU OpTaHU3AIMUSIMU;

— Mephl o0 0OecrneueHnIo 0€30MacCHOCTH CBUIETEIEH U 3asiBUTEIIEH.

3) JTam aKTHUBHBIX CJICJCTBEHHBIX JICHCTBHI, B pamMax KOTOPOTO
OCYIIIECTBIISIETCS OCHOBHAS JIEATEIILHOCTD O COOPY J0KA3aTeIbCTBEHHBIX CBEICHHI B
YCTaHOBJICHHOM 3aKOHOM IpoIiecCyalbHOl (hopme;

4)  aHanM3 ¥ OICHKA JIOKA3aTeJIbCTB, CKIIIOUCHHUE U3 IOKA3aTeIbHOW MACCh

CBEJIEHUH, KOTOPHIE HE COOTBETCTBYIOT TPEOOBAHMIM 3aKOHOATEIIHCTBA;
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5)  3aBeplIeHHE paccieIoBaHUs U HampaBieHue nemna B ¢y [2, Cc. 193].

Haubonee CHOXHBIM acleKTOM Ha NPAKTUKE BBICTYMAeT MOJIy4YeHUE
JIOCTOBEPHBIX U JJOCTATOUYHBIX CBEJICHUI, KOTOPbIE CBUAETEIHCTBYIOT O BO3MOXHOCTH
BO30Y)KJICHHsI YTOJIOBHOTO Jelia. BRICOKHIT ypOBEHb JIATEHTHOCTH B3SATOYHHYECTBA
OOBSCHSIETCS TEM, UTO KaXKJlasg U3 CTOPOH JAHHOTO MPECTYIUICHHS 3aMHTEPECOBAHA B
COKPBITUH CIIEIOB, YKa3bIBAIONTUX Ha (DAKT ero coBepiieHre. B oTimune ot KpaXku win
MOLIEHHUYECTBA, MPEAINONaraloliX HAJIWYKAE NOTEPHEBIIErO0, BO B3ITOUYHHYECTBE
CTOPOHBI MMOJIYYar0T B3aUMHYIO BeIroay [5, ¢. 106].

B kadectBe OfHOM W3 aKTyaldbHBIX MPOOJEM BBICTYIIAET HCIOJIb30BaHUE
MPAKTUKA «IIPOBOKALMM B3ATKW», KOTJa OIEPAaTUBHBIE COTPYAHUKHM HAMEPEHHO
CO3/IAI0T YCJIOBUS, B KOTOPBIX HWHUIMUHUPYIOTCS JCHCTBUS OJKHOCTHOTO JIMIIA,
oOpasyrolue cocTaB MPECTYIUICHUs ToJydeHre B3sATKH [3, ¢. 169]. Bepxosusbiit Cya
Poccuiickoit denepannu B [loctanosnenun ot 9 urosnst 2013 roga Ne 24 HeoHOKpaTHO
yKa3blBAJI HAa HEJOIMYCTUMOCTh COBEPIICHHS] TOJOOHBIX JCHCTBUN, TaK Kak
MIPOBOKAIUSl SABJISIETCS NPSIMBIM HapyIIEHUEM IMpaB TPakKJaH W BIEYET 3a COOOM
npU3HaHUE NOJYyYEHHBIX JOKa3aTeNbCTB HetonycTuMbiMu [2, ¢. 193]. bonee Toro, YK
P® B crarbe 304 mnpemycMaTpuBaeT CaMOCTOSTEIBHBIA COCTaB MPECTYIUICHHUS,
noiayuuBIvil Ha3zBaHue «lIpoBokaiusi B3ATKH, KOMMEPUYECKOTO MOJAKymna JHbOo
MOJKYMa B chepe 3aKyMmOK TOBAPOB, PadOT, yCIIyT AJis 00eCTeueHns TOCy1apCTBEHHBIX
WIM MYHHUIUNAIbHBIX HYXKI» [1]. VMMeHHO 1O 93TOM mNpUYMHE Ba)KHO, YTOOBI
OpraHu3alys TPOBEPKU COOOLIEHUM O B3ITOYHHYECTBE OCHOBBIBAJIaCh Ha
JIOCTOBEPHBIX JIaHHBIX, a KOHTPOJb 3a (¢ukcaruedr (axkra mepemaund B3ATKH
OCYILECTBIISUICS. B CTPOTOM COOTBETCTBHM C TEMHU PaMKaMH, KOTOPbIC YCTAHOBJICHBI
JEUCTBYIOIIUM 3aKOHOIATEIILCTBOM.

Cpenu Hanbosiee pacrpoCTpaHEHHBIX OPTaHU3AIMOHHO-TAKTUYECKUX MPOOIIeM
paccliieIoBaHusl, aKTyaJbHbIX JIJI1 COBPEMEHHOCTH, BBIJCIISIIOT:

— HM3KUM YPOBE€Hb KOOPIAMHALIMM M COTJACOBAHHOCTH JEHUCTBUM OPraHOB
MIPEBAPUTEIILHOTO CJEACTBUSI U ONEPATHUBHBIX MOAPA3ACICHUN — B HEKOTOPBIX

CUTyallsIX OTCYTCTBHE €IUHOIO PYKOBOJCTBA MOXET IMPUBOJUTHL K YTEUYKE
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uH(pOpMaLlMK, CpPBIBY  ONEPATHUBHO-PO3BICKHBIX  MEPOINPHUATHH WIM  yTpaTe
JIOKa3aTEIbCTBEHHBIX CBEACHUM;

— HEJIOCTATOYHBIA YPOBEHB MPOQPECCHOHATLHON MOATOTOBKHU Clie0OBaTeNIeh —
7ieNia 0 B3SITOYHUYECTBE TPEOYIOT HAMMYKsI 3HAaHUN B 00J1aCTH (PMHAHCOBOTO aHAJIN3a,
0aHKOBCKHX OIlepalui, a ¢ ydeTOM aKTyaJIbHBIX TEHJEHIIUHN — B chepe KOMITbIOTEPHBIX
TEXHOJIOTUH;

— HapylIeHHE MPOLECCYaTbHOr0 3aKOHOIATENbCTBA — HEOOOCHOBAHHBIE WU
HE3aKOHHBIC 3a/iepXKaHusl, OLIMOKU MPU HIBATUU TPEAMETa B3SATKH, HAPYILICHUE
KOHCTUTYILIMOHHOTO TpaBa Ha TallHy YacCTHBIX MEPErOBOPOB, HEM30EKHO BJIEKYT 3a
co00¥ TpU3HaHUE MOTyYEHHBIX JOKA3aTeIbCTB HEAOMYCTUMBIMH [4, c. 48],

— OKa3aHME IMCUXOJIOTMYECKOIO JABJICHUS HA CBUJIETENICH U 3asBUTENICH —
HeHaJuIekKam@ass pabota ¢ AaHHBIMH CYOBEKTaMH MOXET MPHUBECTH K HU3MEHEHUIO
IIOKA3aHUM MOJ JABICHHEM CO CTOPOHBI JIMIA, ITOAO3PEBAEMOr0 B COBEPLICHUU
NpECTYIUICHUS, HAllpUMeEp, BCJIEACTBUE CTpaxa YBOJbHEHUS WJIM KaKUX-IMOO HMHBIX
CAHKIIHI;

— CYLIECTBOBAHUE KOPPYNIIMOHHBIX PUCKOB BHYTpHU caMou
MIPABOOXPAHUTENBHON CUCTEMBI — HAJMYUE KOPPYINIIMOHHBIX CBS3€M y YYACTHHUKOB
paccielOBaHusl  MOXKET  IIPEIATCTBOBATH  IOJYYEHHUIO  JIOKA3aTeNbCTB  WIIU
JaJIbHEHIIIEMy X0y JieNa, YTo TpeOyeT YCUICHHsI BHYTPEHHETO KOHTPOJIS U HaJa30pa
[3, c. 169].

B nensx npeononenus 0603Hau€HHBIX MPoOJIeM, Ha Halll B3I, HEOOXOIUMO
MEePEXOIUTH OT OOIIUX PEKOMEHJAIMI K KOHKPETHBIM MEXaHU3MaM, KOTOPbIE PEAIbHO
MOTYT OBBICUTH 3((EKTUBHOCTH PACCIEAOBAHMS /1€ O B3ATOYHUYECTBE.

Bo-niepBbix, 00s3aTeIbHBIM JOHKHO CTaTh BHEAPEHUE €AMHBIX METOJIUYECKUX
aJTOPUTMOB B3aMMOJICHCTBHUS CeA0BaTEIEH U ONEPATUBHBIX MOJIPA3ICIICHUMN, YTOObI
n30exaTh pa3pO3HEHHOCTH IEUCTBUHN M YTEUKU HHPOPMAIIHIH.

Bo-BTOpBIX, BaXHO pa3BUBATh IMOATOTOBKY CJEIOBATEIEH HMEHHO B
npukiagHoM ¢dopmare: dYepe3 y4eOHO-TPEHHPOBOUHBIE 3aHATHA IO aHAIMU3y

(DMHAHCOBBIX OIlepanuii, padoTe ¢ DSICKTPOHHBIMH CJCAAMH, MOJCIUPOBAHUIO
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CUTYaIMi Tepeiaunl B3SITKH.

B-TpeThux, HEOOXOAMMON TpPEACTABISIETCS NEATENBHOCTh 0 (hopmanu3anuu
WCIIOJIH30BAHUS TEXHUYECKHUX CPEICTB (PuKcammu (ayauo- U BUICOKOHTPOJH) Yepes
Oojiee 4YETKME KPUTEPUU UX TMPUMEHCHHS, UYTOOBl CHU3UTH PHCK MPU3HAHUS
JI0Ka3aTeNIbCTB HEIOMYCTUMBIMUA. HakoHel, yKpeljieHHe BHYTPEHHETO KOHTPOJIS B
opraHax, TPOBOIAIINX  pACCICAOBAHHWE, BKJIIOYAs  PETYISIPHbIE  MPOBEPKU
JT00POCOBECTHOCTH COTPYIHUKOB, MOXKET CYIIECTBEHHO COKPATUTh KOPPYHIIMOHHEIC
PHUCKH, KOTOPbIE HAMPSMYIO BIHSIIOT Ha KQU€CTBO COOMPAEMBIX JI0KA3aTEIbCTB.

Takum 06pa3om, TPOBEICHHOE UCCIIEAOBAHNE TIO3BOJISIET KOHCTATUPOBAThH, UTO
pacciieloBaHHE B3ATOYHHYECTBA TMPEICTaBIsIET CoO0OW OmHy ©3 HaumOolee
KOMIUIEKCHBIX W TPYAOEMKUX OOJacTel MeATeTbHOCTH MPaBOOXPAHUTEIBHBIX
opranoB. Crnernuduka TaHHON KAaTeTOPUU YTOJOBHBIX eI OO0YyCIIOBJIEHA BBICOKUM
YPOBHEM  JIATEHTHOCTH, TMPOPECCHOHATBHOW  CONHMIAPHOCTHIO  YYaCTHHUKOB
MIPOTUBOIIPABHOTO JIESHUSA, 4 TaKKE€ OOBEKTUBHBIMH CIIOKHOCTSMU B JIOKA3bIBAHUH
CyOBEKTUBHOW CTOPOHBI COCTaBa MPECTYIJICHUS M YCTAHOBJICHUU TMPEIMETa B3SITKH.
OddexTuBHas oOpraHuzanus paccieloBaHus TPeOyeT NPUMEHEHHsS] CHCTEMHOTO
MO/IX0/1a, WHTETPHUPYIONIETO0 KPUMHHAIMCTUYECKHUE, YTOJIOBHO-TIPOIIECCYaTbHBIC H
OTICPAaTUBHO-aHATUTHYCCKUE METOIUKH. KpUTHYCCKH 3HAYUMBIMU (PaKTOpaMH,
JTETEPMUHHUPYIONMMHU YCIIEX MPOIECCYyaIbHON NESTEIbHOCTH, BBICTYMAIOT KAYECTBO
MPEABAPHUTEIILHOTO TUIAHMPOBAHUS, a TakKKe YpPOBEHb MEKBEIOMCTBEHHOTO
B3aMMOJICUCTBHS M KOOPIWHAIIMKA MEKy CJIEI0BATEIIEM 1 ONIEPAaTUBHBIMU CITYKOaMH.
Hapsimy ¢ aTuMm, BBISIBJICH DS aKTyalbHBIX MPOOJIEM, YacTh M3 KOTOPHIX HOCHUT
CUCTEMHBIM XapakTep W TpeOyeT He3aMeIINTEILHOTO 3aKOHOJATEIBHOTO M
OpPTaHU3AIMOHHOTO PEIICHUS JJIsl TIOBBIIIICHUST PE3yJIbTaTUBHOCTH TTPOTUBOICHCTBUS

KOPPYHLMOHHBIM IIPECTYTUICHUSIM.
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