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Abstract
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the 2des algorithm. The 2des algorithm is described.
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One of the most well-known cryptographic systems with a private key is DES -
Data Encryption Standard. This system was the first to receive the status of a state
standard for data encryption. It was developed by IBM specialists and took effect in the
USA in 1977. The DES algorithm was widely used in storing and transferring data
between different computing systems; in postal systems, in electronic systems of
drawings and in the electronic exchange of commercial information. The DES standard
was implemented both in software and hardware. Enterprises of different countries have
launched a mass production of digital devices using DES for data encryption. All
devices are subject to mandatory certification for compliance with the standard [1,2].

The process of encrypting each 64-bit block of source data can be divided into
three stages:

-initial preparation of the data block;

-16 rounds of the "main cycle";

-final processing of the data block.

At the first stage, an initial permutation of the 64-bit source text block is
performed, during which the bits are reordered in a certain way.

At the next (main) stage, the block is divided into two parts (branches) of 32 bits
each. The right branch is transformed using a certain function F and the corresponding

partial key obtained from the main encryption key using a special key conversion
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algorithm. Then the data is exchanged between the left and right branches of the block.

This is repeated in a loop 16 times.

Finally, in the third stage, the result is rearranged after sixteen steps of the main
loop. This permutation is the inverse of the initial permutation.

To increase DES cryptographic strength, several options appear: double DES
(2DES), triple DES (3DES), DESX, G-DES.

The 2DES and 3DES methods are based on DES, but they increase the length of
the keys (2DES — 112 bits, 3DES — 168 bits), and therefore the robustness increases.

Encrypted three times with 3 different keys.

DES-EDE3: 3DES operations encryption-decryption-encryption with 3 different
keys.DES-EEE2 and DES-EDEZ2: Like previous ones, except that the first and third
operations use the same key [3].

Two-time DES is also called 2DES.

Encryption: C = Ek2 (Ek1 (P)).

Decryption: P = Dk1 (Dk2 (C)).

In case of a full brute-force attack, 22n attempts (encryption) will be needed,
where n is the key length. But Merkle and Hellman offered a special “meeting in the
middle” attack for hacking 2DES, which requires 2n + 1 encryption. In this attack,
encryption is performed on one side, decryption on the other, and the results obtained in
the middle are compared. In this attack, the cryptanalyst knows pairs of 2 “plaintext-
ciphertext” P1, C1 and P2, C2 such that

C1=EKk2 (Ek1 (P1)), C2 = Ek2 (EKk1 (P2)). It is necessary:

1. For each key k, calculate Ek1 (P1) and store the results in memory.

2. For each key k, calculate Dk (C1) and find the same result in memory.

3. If such a result is found in memory, then the current key is probably k2, and the

key for the result in memory is k1.
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4. Execute text encryption using 2DES; if C2 is obtained, then the keys are found
correctly. If not, continue searching. But an attack requires a large amount of memory -
56 2 64-bit blocks, which is 17 =10 bytes [4].

Software implementation of this algorithm is given below. First you need to enter

a message that you want to encrypt (Figure 1).

2DES =]

Encryption Decryption

2DES encryption

I Encrypt | | Decrypt |

Fig.1 - Entering the word to be encrypted
After entering the message, you must click on the “Encrypt” button. The result is

shown in Figure 2.
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2DES |E|
Encryption Decryption
2DES encryption

guZ T/ TEEDBWTILYpacQerGHT 1ksHT 8p206TONmombE
wZRthedGyFImF1W

| Eucypt ) | - )

Fig.2 - Getting encrypted text
To decrypt this message, copy the encrypted text and paste it into the adjacent

window, as shown in Figure 3.

2DES (8]
Encryption Decryption
2DES encryption quZx 0T/ 1EEDBWTIL YpacQerSlHT TksH TEp 206 TOMmaml: 5
wZFthvdGyFImF1W

guZ¥x T/ TEEDBWTILYpacQerFHT 1ksHT 8p206TONmombc S
wZRthedGyFImFTW

Encrypt ] [ Decrypt

Fig.3 - Entering encrypted text
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Next, you need to click on the “Decrypt” button, as a result of which the original

message will be displayed (Figure 4).

2DES |E|
Encryption Decryption
2DES encryption guZ¥x0 T EEDBWTIL YpacQerHHT ks HT8p 206 TONmamlc b
wZFthvdGyFmF1TW

gux 0T/ TEEDBWTILYpacQerHHT 1ksHT 8p 206 TONmomk 5 2DES encryption
wZFthvdGyFSmF1W }

l Encrypt | | Decrypt |

Fig.4 - Reception of decoded text

Thus, the 2des algorithm was described, and the software development of the
application was organized using this method. This message encryption provides
additional security.
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