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Abstract

In this article, implemented software implementation of the method of cryptographic
protection using the signature Lamport. The Lamport signature algorithm is described.
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hashing.

Signature Lamport is a public-key digital signature cryptosystem. Can be built on
any one-way function. It was proposed in 1979 and named after its author, an American
scientist, Leslie Lamport. The cryptographic strength of Lamport's signatures is based
on the robustness of the hash function. For each hash function that generates n-bit
digest, perfect resistance to the restoration of the pre-image and to the restoration of the
second pre-image implies for each execution of the hash function 2" operations and
2" bits of memory in the classical computational model using Grover’s algorithm,
restoring the preimage of the ideal hash function is bounded from above O(2"?)
operations in a quantum computational model [1].

Signature Lamport as follows:

The sender hashes the message with the n-bit hash function. Creates n pairs of
random numbers and hashes them, thereby obtaining the public key. Then, for each bit
in the message hash, it takes the corresponding number from the secret key. If, for
example, the first bit in the message hash is zero, it takes the first number from the first
pair of the secret key. If the first bit is one, it uses the second number in the first pair.

These numbers constitute the signature of the sender.
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Further the message goes with the attached signature. The recipient accepts the
message hash it with an n-bit hash function. Then, for each bit in this hash, he selects a
number from the sender’s public key. Afterwards, the recipient hashes each of the n
numbers from the sender's signature and gets n hashes. If these n hashes exactly match
the n hashes that he just received from the sender’s public key, the recipient considers
the signature to be authentic. If not, then fake.

Software implementation.

When you start the application, the main form appears, as shown in Figure 1.
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Received message Hash of the received message

Fig.1 - Main Application Form
Next, the user enters a message for transmission and presses the "Start" button.
After that, the program calculates the message hash, generates the private key, hashes
the private key, calculates the message signature, its hash, and displays all the

information in the appropriate fields on the form. The result is shown in Figure 2.
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Signature
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Fig.2 - The result of the start button operation

Next, the user transmits the message by clicking on the "Transfer" button (Figure

3).
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Fig.3 -

Message hash
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Message Transfer

Then, the signature of the message is verified by creating a hash of the

transmitted message. Further, for each bit of the hash, a number is selected from the

public key, and if the resulting sequence matches the signature of the message, the

signature is considered genuine. The result of the test is presented in Figure 4.
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Message text 11111100
Frivate key
(844 637 }248 698 (820 735 512 954 )(126 BE1 }527 765 Y301 539 }714 385)
Public key

(01000100 001101171 NO1001000 10011000 N0O100000 00110101 HOOD10010 01010100 )
(00100110 01100001 NOD100111 01101001 NOOOG00001T 00111001 HO0010100 10000101 )

Signature
637698 735 954 861 769 301 714
Transfer Signature hash 00110711 10011000 00110101 01010100 01100001 01101001 00000001 0DO10100
Check Signature verification 00110111 10011000 00110107 01010100 01100001 01101001 00000001 00010100
Received message Hash of the received message
Message text 11111100

Fig.4 - Signature Verification Result
Thus, this system is easy to use, but it has at least two obvious drawbacks. First, a
preliminary transfer of the verification parameters is required. Secondly, and more
importantly, the signature greatly increases the length of the message.
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